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Suicide Prevention Australia
Suicide Prevention Australia is the national peak body for the suicide 

prevention sector. We exist to provide a clear, collective voice for 
suicide prevention, so that together we can save lives. 

We represent more than 350 members ranging from national 
household name agencies to small community-based organisations 

and local collaboratives in every State and Territory, as well as 
individual service providers, practitioners, researchers, students 

and people with lived experience. This includes more than 140,000 
employees and volunteers across Australia.

We believe that through collaboration and shared purpose, we can 
work towards our ambition of a world without suicide.
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The key themes identified are:

Benefits of digital spaces and tools
•	 Community

•	 Diversity and acceptance

•	 Information accessibility

•	 Identifying people at risk

•	 Support for people exposed to suicide

•	 Augmenting support services

Negative impacts of AI and digital media
•	 Discrimination and stigma

•	 Bullying and harassment

•	 Isolation and loneliness 

•	 Financial distress

•	 Lack of transparency

Analysing insights from the roundtable and 
available research on these themes, three 
recommendations were developed:

1.	Require a safety-by-design approach 
Federal and State/Territory governments require 
social media platforms and AI companies to 
demonstrate a safety by design approach which 
puts the onus and regulatory requirements on tech 
companies to create safe online environment.

2.	Enforce transparency 
Federal government develops a transparency 
accreditation scheme to support technology 
companies to ensure transparency with respect to 
social media algorithms and AI model training.

3.	Co-design of policies surrounding 
digital and AI safety: Governments engage 
in genuine co-design that ensures a range of 
diverse perspectives to contribute to all policies 
that impact on suicide risk related to digital and AI 
spaces. This includes partnering with Aboriginal and 
Torres Strait Islander experts to co-design culturally 
relevant digital content and safety features and 
involving young people and LGBTIQ+ individuals.

Executive Summary
Rapid development in the uses of digital platforms, and in artificial intelligence 
(AI), present both increased risks and potential benefits across a range of areas, 
including suicide prevention. Combining insights from a roundtable discussion 
of representatives from key organisations in this space, with research on digital 
and AI safety, this paper identifies key issues and provides recommendations.
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Together with the rise of smartphones, social 
media has become ubiquitous in everyday life. 
It is estimated that around 82.5% of Australia’s 
total internet user base used at least one 
social media platform in January 2024.2

Furthermore, advancements in artificial intelligence 
(AI) have made it more and more accessible. Australia 
alone had 38 million searches for ChatGPT and Gemini, 
both artificial intelligence chatbot tools, indicating 
Australians’ curiosity and appetite for AI technologies.3

The rise in social media usage and AI tools has 
presented the sector with unique challenges that it 
must be equipped to deal with. In Suicide Prevention 
Australia’s Community Tracker, it was reported that 
more than a third (36%) of young Australians (aged 
18-24) have experienced elevated distress levels due 
to social media, self-image, and bullying in the past 12 
months during the September 2024 quarter. This is the 
highest it has been since the same quarter in 2022.4

In the most recent March 2025 quarter, this 
figure dropped to around one in four (24%), 
resulting in an 11-quarter average of 26%. In 
addition, research undertaken by the University 
of Queensland reveals that less than half of 
Australians are comfortable with and trust the use 
of AI at work, and only a minority of Australians 
believe the benefits of AI outweigh the risks.5

However, digital platforms also provide positive 
mental health benefits through facilitating online 
help-seeking where individuals cite an increase in 
the sense of control over their help-seeking journey, 
meeting the needs of those with a preference for self-
reliance, or as a gateway for further help-seeking.6

These developments bring both increased risks and 
potential benefits and so present a unique opportunity 
for the suicide prevention sector. The opportunity exists 
to promote digital and AI safety measures that ensure 
Australians use these platforms with confidence to 
navigate potential harms and to help ensure these tools 
are used effectively to support those most at risk.

Introduction
Accessing and utilising digital platforms has become common place in the  

modern world. With mobile phones with processing speeds around 5,000 times  
faster than supercomputers from the 1980s1, users of all ages can create and  

engage with content online.
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What is Digital Safety?
Digital safety includes being aware of the nature 
of the possible threats that one could encounter 
while engaging in activity through the internet, 
according to UK-based not-for-profit SWGfl. These 
could be security threats, protecting and managing 
your personal data, online reputation management, 
and avoiding harmful or illegal content.7

At a more technical level, digital safety is defined 
as a branch of cyber security that deals with people 
and the levels of online comfort, convenience, 
and privacy. It includes being aware of the risks 
associated with your online activity and avoiding 
being exposed to unwanted information, materials, 
or risks. Common threats to online safety include 
phishing, scams, malware, cyberstalking, 
cyberbullying, online predators, and sextortion.8

In a suicide prevention context, digital safety can be 
viewed as practices and measures taken to protect 
individuals from undue psychological harm or to prohibit 
the promotion of suicide, or content which glamorises 
suicide. These practices include the responsible design 
and use of online tools such as mental health apps and 
crisis hotlines, among others. This extends not only to 
the protection of individuals who are at risk of suicide 
but the mitigation of creating new risks for all users. 
With the increasing use of AI across a range of digital 
contexts, it must also be considered in digital safety.

What is Artificial Intelligence?
According to the Australian Cyber Security Centre, AI is 
the theory and development of computer systems able 
to perform tasks normally requiring human intelligence, 
such as visual perception, speech recognition, decision-
making and translation between languages.9 Today, 
it’s used most often to refer to generative AI models 
such as ChatGPT. In addition to text, generative 
AI can also be used to create videos or audio.

Key  
Concepts
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Suicide Prevention Australia, with the support of 
KPMG, invited member organisations operating 
within digital spaces to a roundtable discussion 
on their hopes and fears for these technologies. 
Representatives from batyr, Everymind, Gayaa 
Dhuwi (Proud Spirit) Australia, LGBTIQ+ Health 
Australia, Lifeline Australia, ReachOut, and SANE 
participated in the roundtable which, along with the 
research referenced, forms the basis of this paper.

Participants were provided a discussion 
paper that outlined key definitions and recent 
developments in the digital and AI space, ahead 
of the roundtable. The roundtable discussions 
focused on the following key questions:

•	 What are the risks and benefits of age-based 
restrictions on the use of social media?

•	 What other ways can social media platforms 
(and other platforms with social aspect such 
as some messaging services and online 
games) be made safer in regard to suicide 
risks, particularly for vulnerable populations 
such as children and young people?

•	 What are the potential risks and benefits of 
integrating AI in suicide prevention strategies, 
particularly concerning vulnerable populations?

•	 How can AI services and AI-driven platforms better 
identify and respond to signs of suicidal ideation 
while respecting user privacy and autonomy?

•	 What actions should the suicide prevention sector 
take to mitigate suicide and self-harm content in 
digital spaces as well as suicide methods online?

•	 What actions should government be taking to 
mitigate suicide and self-harm content in digital 
spaces as well as suicide methods online?

Participants were then invited to list their hopes 
for digital environments, their concerns, as well 
as what they thought were the strengths of AI and 
the digital world. An open discussion followed to 
develop these ideas and highlight which concepts 
resonated with members of the roundtable.

Guided by these concepts or ideas, attendees 
then broke out into groups and were provided 
with questions to guide collective responses. 
To flesh out the recommendation, the 
following questions were also asked:

•	 In relation to this recommendation, what 
do we see in our field today?

•	 What are the underlying challenges that this 
recommendation is intended to address?

Methodology
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•	 How can this recommendation facilitate/enable 
conversations with our various stakeholders?

•	 What is the spirit/intent that sits 
behind this recommendation and the 
meaning we give to week words?

•	 In the future, how might this come to life for 
an individual person – what would make 
this more than words on a page?

•	 In the future, how might this come 
to life for our society?

•	 In relation to this recommendation, what is our vision 
for our field? What is the meaningful change that we 
would like to see shaped by this recommendation?

•	 What are we seeking to move away from?

•	 What are we seeking to move towards?

•	 What is the value of this recommendation to 
individuals, society, our field, and to government?

Following the roundtable, feedback was analysed 
from the discussion and condensed into themes 
that guide this paper. The key themes that 
came out of the discussion were as follows:

Benefits of digital spaces and tools
•	 Community

•	 Diversity and acceptance

•	 Information accessibility

•	 Identifying people at risk

•	 Support for people exposed to suicide

•	 Augmenting support services

Negative impacts of AI and digital media
•	 Discrimination and stigma

•	 Bullying and harassment

•	 Isolation and loneliness 

•	 Financial distress

•	 Lack of transparency

Online desktop research that focused on these themes, 
along with current events relating to digital and AI 
safety and its links to suicide and suicide prevention, 
was then conducted. Lastly, recommendations were 
developed based on available information and previous 
recommendations provided by our members.
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Digital spaces provide users with means of accessing 
community when it is difficult to find in person and has 
provided a voice for those who feel that no one listens. 
Roundtable participants shared that they continue to 
see people connect and support each other through 
different social media platforms. One way that elevated 
the sense of community was storytelling and how 
posts online can help individuals feel less alone, even 
if they are physically isolated. Recent evidence points 
to the value in appropriate storytelling, often called 
narrative psychology to share stories of hope, and to 
promote help-seeking for people in suicidal distress.10 

One example of this is that Beyond Blue hosts online 
forums that are free, anonymous, and moderated 
where people can connect to share their experiences 
with mental health challenges.11 It offers a safe, 
supportive space for users to seek advice, give 
support, and feel less alone in their struggles. 

Whilst international research shows that participating 
in such forums can significantly reduce feelings of 
isolation, encourage people to access additional 
mental health services, and inspire positive lifestyle 
changes.12 By fostering peer-to-peer connection and 
offering a judgment-free environment, the forums play 
a vital role in promoting mental wellbeing, especially for 
those who may be hesitant to seek face-to-face help.

Benefits of 
Digital Spaces 
and Tools
It cannot be understated how 
much the internet, social media, 
and digital spaces and tools have 
shaped the sector. They lower 
barriers to entry, and real-time 
nature of digital spaces were 
cited as the key benefits for users 
reaching out for support online. 
Information can also be easily 
accessed by anyone with a device 
and an internet connection. As 
one roundtable participant stated, 
there were “endless possibilities”.

Community
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Mental health NGO ReachOut’s ‘Ask ReachOut’ uses AI 
to provide accessible, personalised, reliable information 
and support by matching users’ questions with answers 
from a curated database of ReachOut’s articles and 
resources. The issues and questions answered by Ask 
ReachOut include common struggles young people 
face such as building better study habits, managing 
anxiety, and getting free mental health support. These 
responses are carefully researched by ReachOut 
staff and shaped by user feedback, ensuring they are 
relevant and trustworthy. ReachOut is committed to 
improving Ask ReachOut by expanding its library and 
covering more topics to better meet users’ needs.15

Accessible mental health resources can contribute 
to higher levels of mental health literacy which has 
proven to help with one’s mental health status, 
acquiring knowledge of the available services, 
improving help-seeking behaviours and attitudes, and 
having the mental health first aid skill confidence in 
supporting peers with mental health problems.16

In a position paper released by Gayaa Dhuwi, the 
organisation highlighted the positive effects of social 
media on Aboriginal and Torres Strait Islander youth. 
It provides important spaces for them to express and 
celebrate their cultural identity, helping to strengthen 
pride and connection to heritage. It also enables young 
people to stay connected with family and community 
members across long distances, maintaining vital 
support networks. Additionally, by engaging with 
digital platforms, children and young people can 
build valuable digital skills that may support their 
future education and employment opportunities.13

Research funded by Australian Rotary Health suggests 
that higher levels of cultural engagement such as 
speaking Indigenous languages, cultural connectedness 
and participating in cultural events, reduces reduces risk 
factors for youth suicide. Gibson and colleagues found 
that the youth suicide rate was 44% lower in areas 
with greater community participation in cultural events, 
described by the authors as “cultural social capital”.14

Diversity and 
Acceptance

Information 
Accessibility
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The roundtable participants suggested that utilising AI in 
behavioural pattern recognition and insight generation 
around self-harm and suicidal behaviours, is one 
beneficial use of AI. There is evidence suggesting that AI 
can be used to detect subtle data patterns, relationships, 
and variable interactions to determine suicide risk. Data 
can be pulled from different sources and synthesised as 
well as scaled to continuously improve.17

The Black Dog Institute has done work on investigating 
the evidence for machine-learning models and 
their ability to predict future suicidal behaviours and 
thoughts as compared to traditional models. These 
models typically include risk assessment tools used in 
emergency departments such as questionnaires and 
rating scales. Unfortunately, evidence suggests existing 
traditional suicide risk assessment tools are ineffective 
in accurately predicting suicide risk in practise. Their 
evaluation of 54 machine-learning algorithms found that 
they outperformed traditional risk prediction models in 
predicting suicide-related outcomes, but more research 
is necessary to improve and validate these algorithms.18

Another way data could be used is to analyse search 
terms. Dr Onie Sandersan, research fellow at the Black 
Dog Institute in Sydney, observed how a banner with 
the hotline for the national suicide prevention line often 
would come up on online search results, particularly 
if someone was actively looking for suicide supports. 
He also found that some keywords, such as those 
referring to loneliness or hopelessness, did not trigger 
a link to the hotline and that some generated links were 
potentially harmful. For example, when he typed in 
keywords relating to a well-known Australian location 
where suicides occur, “instead of giving me the hotline 
number, it gave me a map,” he told the British Medical 
Journal. 

Dr Sandersan also found the risk was not confined 
to Australia, with a search on Indonesian Google 
generating tips on ‘how to end your life’ rather than links 
to support.19

There are risks and limitations to the work, of course, 
including that privacy regulations mean the researchers 
cannot know whether people who click onto the landing 
pages go on to access support and avoid suicide.

However, Dr Sandersan, whose original research was 
funded by the Suicide Prevention Australia Research 
Fund, believes a key lesson is that answers for suicide 
prevention will not come from just within the suicide 
prevention sector. 

The research continues to grow, and plans are underway 
to use this approach across multiple platforms, so that 
every person who is in distress and engages in online 
behaviours indicative of distress will be met with the help 
that they want and need. To that end, a summit co-led 
by Dr Sandersan sought to bring the industry together to 
understand how the suicide prevention sector can utilise 
multiple platforms to create a safety net or ecosystem 
that meets people where they are.

Dr Sandersan said he was amazed that the simple 
question ‘can we run some ads on Google to see if we 
can help people who are suicidal?’ has managed to 
“bring the world’s major tech companies together, for 
the first time, to see whether we can have a healthier 
online ecosystem that is safe for everyone regardless of 
where they are in their point of distress”.20 

Identifying People at Risk

“We have all these other incredible 
fields using data, using artificial 
intelligence, using community – 
so if we want to solve the public 
health issue that suicide is, we 
need to do it together”
- Dr Sandersan.
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Many participants reported increased willingness 
to intervene because of receiving the #chatsafe 
content and said their perceived internet self-efficacy, 
confidence and safety when communicating about 
suicide on social media had improved. Importantly, 
there was no evidence that an online program to 
support those who experienced grief due to suicide, 
called postvention, increased the risk of suicide. 

Backed by their findings, the research team has 
been working with health departments and Primary 
Health Networks to conduct more than 20 postvention 
campaigns to date across Australia and New Zealand, 
aimed at specific communities where a suicide has 
occurred.

“We are notified when a young person dies by suicide, 
so we can roll out a #chatsafe campaign to the young 
people in the community impacted by that death, as well 
as adult-facing resources for parents and carers, and 
specific resources for educators,” Professor Robinson 
said. So far, the campaigns have registered 46 million 
‘impressions’ (the number of times their material shows 
up on a news feed), reaching more than 6.5 million 
individuals and generating 250,000 ‘click throughs’ 
to the #chatsafe website for more information.22

Another benefit of digital tools is providing different 
types of support services in real-time. An example 
highlighting this is a research project involving 260 
people aged 16 to 26 years who had been recently 
exposed to suicide. In an international first, Professor 
Jo Robinson, who leads the suicide prevention research 
unit at youth-focused mental health organisation, 
Orygen, led a trial testing the #chatsafe intervention, 
through platforms like Instagram, Facebook and 
Snapchat, to support young people to communicate 
safely online about self-harm and suicide.

Each week over the six-week trial, the researchers 
sent direct messages of tailored content that had been 
co-designed with young people to the participants. 
The content covered safe communication about death 
and suicide, how to seek help and tips on supporting 
friends if they were worried about them. Research has 
shown that many people fear that discussing suicide 
with a friend or family member, or asking someone if 
they are experiencing suicidal thoughts, can be harmful, 
and thus did not know how to safely support a friend 
or family member who might be at risk of suicide.21

Support for Those Exposed to Suicide

“The research provided 
evidence that #chatsafe was a 
safe and potentially efficacious 
intervention that could form 
part of future postvention 
responses and help reduce the 
risk of imitation or contagion 
after a suicide has occurred,” 
- Professor Robinson.
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More innovative solutions were also considered at 
the roundtable, with advancements in technology 
allowing for new and cutting-edge solutions such 
as individuals looking to AI chatbots as therapists. 
Participants cited low barriers to entry due to 
cost and timeliness as the main positives.

In research conducted by Orygen, out of 107 
community members, around a third used AI tools, 
most commonly ChatGPT, for quick emotional 
support or in some cases, as their own personal 
‘therapist’. Further, 76.7% of community members 
reported AI to be beneficial to varying degrees.23

This is supported by the views of Professor Jill 
Newby of the Black Dog Institute. In her interview 
with the University of New South Wales, she said 
advice given by AI chatbots is based on cognitive 
behavioural therapy which may be beneficial to those 
who find the in-person version effective. However, she 
says that a healthy level of scepticism is necessary 
when engaging with these chatbots. In ChatGPT’s 
own words, “ChatGPT may miss subtle emotional 
cues or overgeneralise advice. It cannot replace 
professional mental health evaluation or diagnosis.”24

However, nearly half of the community members 
from the Orygen study also experienced risks or 
harms when using AI such as issues regarding 
data privacy and unhelpful advice, among others.25 
This type of use of AI chatbots highlights the 
need for these platforms to provide accurate 
information regarding which helplines or services 
one could access when experiencing distress.

Support could also be enhanced for specific 
communities such as those of culturally and 
linguistically diverse backgrounds. Thoughtworks, 
a global tech consultancy, did a proof-of-concept in 
2021 using technology that automates translation in 
clinical healthcare settings in a culturally sensitive 
manner that enhances patient experience.26 

Augmenting 
Support Services
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Participants expressed their concerns with the 
discrimination and stigma that can arise because of 
misinformation and fake news. In February 2025, media 
watchdog NewsGuard identified 1,254 unreliable AI-
generated news and information websites spanning 16 
languages compared to around 200 sites at the start 
of 2023.28 Meta CEO Mark Zuckerburg has also said 
that his platforms (Facebook, Instagram, Threads) will 
be abandoning their third party fact-checking program 
starting in the United States of America, and then 
drop fact checking in other countries after 2025.29

There is strong evidence suggesting that all forms of 
stigma, racism, discrimination, and prejudice have 
links to suicide risk. Among lesbian, gay and bisexual 
youth, stigma and discrimination experiences are 
associated with increased suicidality internationally.30

In Europe, disinformation and hate speech by 
some politicians, have led to violence against 
LGBTQIA+ people reaching its highest point in 
the past decade.31 Thus exposure to hate speech 
and misinformation through social media, can 
heighten the risk of suicide, for this cohort, as it can 
carry the real threat of physical violence, which is 
already has a higher risk according to AIHW.32

LGBTIQ+ Health Australia (LHA) is acutely 
aware of the negative effects of misinformation, 
as well as hate speech, which can cause delay 
in seeking general healthcare and gender-
affirming care for LGBTQIA+ young people.33 

Negative Impacts of 
AI and Digital Media
Roundtable participants identified 
several negative issues and 
trends which have emerged or 
are exacerbated through the 
widespread use of AI and digital 
media. These included fake news 
and misinformation, hate speech, 
cyberbullying, harassment, sexual 
harassment, and concerns around 
privacy and the misuse of data.
These negative impacts of social media and 
AI can often interact with and exacerbate the 
socio-economic and environmental determinants 
of suicide. These are the social, economic and 
environmental conditions which can increase 
a person risk of suicide. Suicide Prevention 
Australia’s background paper on this discussed 
several determinants which are particularly relevant 
to AI and digital safety, including:discrimination 
and stigma, bullying and harassment, financial 
distress, isolation, and loneliness.27

Misinformation, 
Discrimination 
and Stigma
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The report found that 35% of respondents highlighted 
aggressively racist behaviour: physical violence, verbal 
abuse, hate speech, threats, intimidation, bullying, 
and property damage. Report author, Professor Allison 
says it was hard for First Nations people to avoid being 
abused or stereotyped, in the wake of the Referendum.

According to Dr Terri Janke, an international 
authority on Indigenous Cultural and Intellectual 
property, racist stereotypes and attitudes could be 
perpetuated by AI due to AI getting information from 
systems that have inherent and structural racism.

At the roundtable, there was strong support for the 
necessity of using First Nation’s strategies on wellbeing 
and suicide, as well as fostering collaboration between 
technology developers and Aboriginal and Torres Strait 
Islander leaders to create safer digital environments 
that prioritise the mental Health of all Australians. 

Exposure to both positive content and harmful content 
around mental health and suicide was another issue 
raised in the Roundtable discussions. Approximately 
1-in-4 teenagers are exposed to content around 
suicide before the age of 14, according to recent 
research.37 The same study found that young people 
are exposed to mental health information on average 
every 39 seconds while online. One of the lead 
researchers in the study, Dr Louise Da Sala points out 
that for young people social media platforms can both 
mitigate and amplify the risk of suicide. For instance, 
while social media can increase belonging, reduce a 
sense of being a burden, thus reducing suicidal risk, 
it can alternatively reduce young people’s sense of 
belonging, increase their sense of being a burden 
and promote ideas about the means of suicide. 

They argue that timely access to evidence-based 
gender-affirming care reduces suicide risk, but a 
lot of misinformation in the public arena is fuelling 
stigma, fear, and confusion. LHA highlights that this 
misinformation often misrepresents gender-affirming 
care, discouraging young people from seeking help 
and increasing mental health risks. They stress the 
need for accurate information and respectful public 
discourse to support timely, life-saving care.

Not only are some young people being denied 
healthcare, but some are also choosing to not seek 
professional care due to misinformation. A global survey 
by Edelman in 2025 revealed that Gen Z adults under 
35 are increasingly turning to peers rather than medical 
professionals for health advice. This trend, intensified 
by the COVID-19 pandemic, has led nearly 60% of 
young adults to regret at least one health decision 
based on inaccurate or misleading information.

Other vulnerable cohorts who might experience 
hate speech, discrimination and racism due to social 
media and AI, include first nations people.34 One study 
found that younger Aboriginal people aged 16-20 
experiencing racism had increased suicide risk.35

There were numerous reports of increased 
racism and violence following the Referendum 
on the Voice to Parliament, according to the 
report by the Jumbunna Institute.36 

“The more common locations 
were online and media particularly 

social media, followed by 
public places... Workplaces 

- in this report it’s still the 
highest area of self-reports 

by First Nations people.”
- Report Author, Professor Allison.
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In London, a fourteen-year-old girl died by suicide 
as a result of constant cyberbullying. Her face had 
been photoshopped onto bodies of pornography 
performers and had received multiple negative 
comments on TikTok video she would post.46

Generative AI has also been shown to enable sexual 
harassment through the use of deepfakes, defined 
by the eSafety Commission as images or videos that 
have been edited to create extremely realistic but false 
depictions of people.47 A 35-year-old schoolteacher 
had her photos used by a close friend to create 
sexually explicit content without her consent.48 In a 
separate incident, around 50 high school students 
reported having their photos altered in sexually explicit 
ways leading to the arrest of a teenage boy.49

Another area of concern is the way social media 
algorithms feed images of unrealistic body ideals 
to girls and young women. Organisations such as 
the Center for Countering Digital Hate (CCDH) 
and investigative journalists have found that 
girls searching for exercise tips for health, or 
healthy food are quickly fed links to social media 
influencers promoting unrealistic body images.50

The CCDH cites many cases where girls might 
be linked to social media accounts promoting 
anorexia. Anorexia is one of the most dangerous 
mental health conditions, with the highest rate 
of mortality for any mental health condition.51 
A 2021 study showed that suicide risk is 
elevated for women with eating disorders.52

Rates of suicidality and self-harm among teenage 
girls, and young women are extremely high, and 
have been growing at an alarming rate over the 
past decade, according to a 2019 study.53 There is 
little research on the exact causes, some research 
points to harmful body image54, the high rate of 
bullying55 and sexual harassment and abuse as 
causing this alarming increase in self-harm.56

Cyberbullying, or bullying using technology, can lead 
to victims feeling guilty, hopeless, and depressed. 
Suicide Prevention Australia’s Socioeconomic 
and Environmental Determinants of Suicide 
paper summarised the research on the strong 
links between bullying, including cyberbullying, 
and risk of suicide and suicidality.38A systematic 
review also found that any participation in bullying 
increases the risk of suicidal ideation and suicidal 
behaviour in a broad spectrum of youth.39

Another meta-analysis found that any involvement 
in bullying is associated with suicidal ideation 
and behaviour.40 People who experienced 
cyberbullying-bullying experienced a 2-4 times 
higher risk of concurrent suicidal ideation or 
attempt compared to those who had not been 
victimised online, even after adjusting for face-to-
face victimisation and other key confounders.41

In addition, cyberbullying can be more difficult to deal 
with due to the ease of sharing bullying materials 
or comments with others, and due to the anonymity 
of cyberbullying.42 In 2019, just over 1-in-5 young 
people aged 15-19 reporting experiencing bullying in 
the previous 12 months.43 Individuals from culturally 
and linguistically diverse backgrounds are also 
adversely impacted by cyberbullying. In a report 
released by the NSW Government, children and 
young people from a refugee or migrant background 
cited bullying as the top issue that they face.44

Cyberbullying can also include using social media or 
AI for sexual harassment which can lead to suicidal 
thoughts and behaviours. When AI-generated 
or manipulated sexual content is shared without 
consent on platforms like Instagram or TikTok, it 
can trigger severe psychological trauma, including 
anxiety, depression, and social withdrawal.45 The 
viral nature of social media amplifies humiliation 
and loss of control, often making victims feel 
powerless and exposed on a global scale.

Bullying and Harassment, 
Image-Based Abuse
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In Suicide Prevention Australia’s Community 
Tracker, December 2024 results revealed that 20% 
of Australians are experiencing distress at elevated 
levels compared to the same time last year due to 
social isolation and loneliness. Multiple studies have 
shown the links between social isolation and suicide 
risk, which is also outlined in Suicide Prevention 
Australia’s paper Socio-economic and environmental 
determinants of suicide: background paper. 

One systematic review cited in the background paper 
found that social isolation and a lack of close friends 
or family network increases risk of suicide among 
adolescents.57 For men, the risk of suicide decreases 
with increasing social integration. Research has 
also found that among women high levels of social 
integration is associated with a lower risk of suicide.58

While a retrospective study of coronial data in 
rural NSW, SA, Qld and Tas from 2010-2015 
found that the suicide rate was 11% higher in 
rural areas and increased with remoteness.59

While social media and AI can reduce loneliness 
and isolation, often creating online communities 
which are particularly beneficial for marginal 
groups, and people living in remote areas, it can 
also create new risks. One of these risks is AI 
companions, according to parental media monitoring 
group Common Sense Media and mental health 
professionals from Stanford Brainstorm Lab.

AI companions are “a new category of technology 
that goes beyond simple chatbots,” according to 
the Parents’ Ultimate Guide to AI Companions and 
Relationships.60 They are specifically designed to, 
among other things, “simulate emotional bonds and 
close relationships with users, remember personal 
details from past conversations, role-play as mentors 
and friends, mimic human emotion and empathy, 
and “agree more readily with the user than typical 
AI chatbots,” according to the guide.61 However, AI 
cannot address the deep human need for reciprocal 
relationships. It can, unfortunately, create a false sense 
of closeness, exacerbating isolation.62 In one recent 
case this led to the suicide of a teen, who developed 
an intense relationship with his AI Companion.63

Isolation and 
Loneliness
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The prevalence of online scams and the effects of 
Robodebt were two major negative impacts of digital 
and AI tools, identified by the Roundtable participants. 
Roundtable participants identified how these two 
issues are linked to financial distress, which is one of 
the socio-economic determinants of suicide, outlined 
in Suicide Prevention Australia’s background paper.64 
AIHW data shows that between 2012 and 2016 the 
likelihood of dying by suicide was higher among 
Australians in the lowest income group compared 
to those in the highest income group, showing the 
link between financial distress and suicide risk.65

In 2024 alone, close to 250,000 scams were reported 
to the National Anti-Scam Centre resulting in losses to 
close to $320 million.66 A type of scam that came up 
in discussion was sextortion cases where individuals, 
particularly young men, are coerced to provide sexually 
explicit material of themselves which scammers 
use to blackmail them for different sums of money. 
This was unfortunately the case with a teenager in 
Victoria who died by suicide following a sextortion 
scam.67 A similar plot led to the death of a teenager 
in NSW who was hounded to death over $500.68 
Scammers are now also using AI to copy voices of 
loved ones or prominent celebrities or politicians to 
trick individuals into sending money. In 2022, almost 
240,000 Australia reporting being victims of this type 
of scam, resulting to financial losses of $586 million.69

Robodebt was also another recent case where 
automated data-matching was used between income 
tax and social welfare data where debt notices were 
being automatically issued to welfare recipients.

This ignored the realities of insecure or casualised 
employment with more variable income and not 
consistent with the social security legislative 
framework which required entitlements to be 
calculated based on actual fortnightly income.70

The Robodebt Royal Commission found at least 
three known suicides directly linked to Robodebt. 
The Commission expressed confidence that these 
were not the only tragedies of this kind.71

The Royal Commission also pointed out that although 
media reports emerged of the terrible impacts of the 
Robodebt scheme, nobody in government halted it.

“The beginning of 2017 was the point at which 
Robodebt’s unfairness, probable illegality and 
cruelty became apparent. It should then have 
been abandoned or revised drastically, and an 
enormous amount of hardship and misery (as well 
as the expense the government was so anxious to 
minimise) would have been averted. Instead, the 
path taken was to double down, to go on the attack 
in the media against those who complained and 
to maintain the falsehood that in fact the system 
had not changed at all.” Royal Commissioner 
Catherine Holmes writes in the final report.72

In addition to the very real cases of suicide, this 
stigmatisation could have led to other forms of 
trauma, anxiety, distress, and mental ill-health 
according to the Royal Australian and New 
Zealand College of Psychiatrists (RANZCP).73

Financial distress

“The human impacts of 
Robodebt were being reported: 
families struggling to make 
ends meet receiving a debt 
notice at Christmas, young 
people being driven to despair 
by demands for payment, 
and, horribly, an account of 
a young man’s suicide.”
- Royal Commissioner, Catherine Holmes.
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Underpinning the concerns of the sector and highlighted 
by the examples above, particularly the Robo-debt 
case, is the lack of transparency around how these 
AI tools and social media algorithms work. This 
can significantly erode user trust and erode trust 
in government services, as in the Robo-debt case. 
Participants commented on how it may deter individuals 
from seeking help, reporting concerning content, or 
engaging with digital interventions during times of crisis. 

When these systems clearly explain how they make 
decisions – such as what data they use and why 
they offer certain recommendations – users are more 
likely to feel informed, respected, and in control.

This sense of clarity can foster trust, especially for 
individuals seeking help during vulnerable moments. 
As highlighted in Psychology Today, users respond 
more positively to AI systems that provide insight 
into their inner workings, yet transparency alone is 
not always enough. Many people remain hesitant 
to rely on AI for emotionally complex decisions, 
preferring human judgment for its perceived 
empathy and ethical reasoning. Therefore, while 
transparency enhances the credibility and acceptability 
of mental health AI tools, it must be coupled with 
thoughtful design, human oversight, and ethical 
safeguards to truly support users in crisis.74 

Lack of 
Transparency
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1. Require a safety-by-design approach
Federal and State/Territory governments could 
require social media platforms and AI companies to 
demonstrate a safety by design approach. 

The key themes highlight the need for social media 
platforms and AI companies to comply with an approach 
that meets Australians’ expectations for a safe online 
environment. Safety by design, also called a duty of care, 
puts onus on the technology companies to minimise 
online threats by anticipating, detecting and eliminating 
online harms before they occur.75 Technology companies 
should be required to ensure that the functionality of 
the features of a digital service is psychologically safe, 
according to Reset Tech.

The current legislation in Australia doesn’t require a 
safety by design model, but several organisations, 
and researchers concerned with children’s safety and 
privacy, have called for the government to introduce 
legislation requiring tech platforms to comply with safety 
by design regulations, similar to those in the UK and the 
European Union.

Implementing safety-by-design principles in digital and 
AI platforms ensures that these technologies prioritize 
user safety, minimize harm in the way the platforms are 
designed. Safety by design measures would minimise 
harms on social media by proactively integrating 

protective measures against scams, harassment, and 
misinformation. One suicide prevention researcher, 
Associate Professor Zac Seidler, has suggested that 
Safety by Design would include removing the addictive 
components.76

“In other words, social media should 
be designed from the outset to prevent 
harming users. It may mean the end 
of addictive features such as infinite 
scrolling, frequent push notifications, 
and auto-play videos.”
- Associate Professor Zac Seidler

“Regulators also need the tools and power to hold 
platforms to account. That includes financial penalties, 
more transparent reporting from big tech companies, and 
taking proactive steps to keep harmful material off these 
platforms – not just taking down content after the fact.”

In November 2024, the federal government announced 
its plans to impose a ‘digital duty of care’ on tech 
companies.77 The continued development and 
implementation of a Digital Duty of Care regulatory 
model to place broad obligations of digital platforms will 
enable users to navigate digital spaces and tools safely 
by requiring tech companies to regularly conduct risk 
assessments to proactively identify harmful content. 
This includes making the corresponding design 
changes to recommendation algorithms and the user 
interface to mitigate potential harms.78 

Conclusion
Based on insights gathered through the roundtable and supporting 

research, three recommendations have been developed:
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In the European Union, where a digital duty of 
care model is followed, users can submit online 
complaints directly to tech companies. A Digital 
Services Coordinator can then investigate further 
if a tech company refuses to remove content.79

Similarly, in 2025, Suicide Prevention Australia 
put a submission for the Draft Online Safety (Age 
Restricted Social Media Platforms) Rules 2025. 
The submission touches on risks prevalent online 
such as cyberbullying, which has links to suicide.

We called for the following, which were 
also based on recommendations from the 
E-Safety Commission, and include:

•	 Establishing protocols for engaging 
with law enforcement, support services, 
and illegal content hotlines. 

•	 Implementing processes to detect, flag, and 
remove harmful or illegal content proactively. 

•	 Conducting risk management and impact 
assessments to identify and address potential

•	 Implement social contracts during user registration 
outlining safety responsibilities for all parties. 

•	 Balance security, privacy, and user safety when 
managing personal data and information.

•	 The exemption of services that have the sole or 
primary purpose of supporting the health of end 
users should be maintained in the final Bill.

•	 In determining which services have the 
primary function to support health and 
education, Government should engage with 
the suicide prevention sector to ensure that 
all digital media and apps that help prevent 
suicide are included in this category.

•	 An additional exemption category be created for 
social media platforms that can demonstrate a safety 
by design approach that meets the expectations 
of Australians on a safe online environment.

This will not only allow young people to access the 
benefits of social connections through social media in 
a safe environment but would also provide an incentive 
for social media platforms to be safer for all users, 
benefiting all Australians who use social media.80

Reset Tech Australia also released a report and 
policy briefing outlining the necessary elements for 
effective digital platform regulation.81 They suggest 
effective regulation of digital platforms would include: 

•	 Risk assessments. These could be focused on 
addressing key priority areas, including systems 
and content. As one example, we would explicitly 
recommend an assessment around children’s best 
interests to ensure their rights are advanced and 
to help create harmonisation with the Privacy Act.

•	 Risk mitigation measures. Platforms must 
be required to implement reasonable 
steps to mitigate each risk identified. 

•	 Framework for public transparency – which 
would include annual public risk assessments.

•	 Annual independent audits of risk assessments and 
transparency reports e.g. repositories that document 
all paid advertising and details in searchable ways.

•	 Regulator-direct transparency measures.
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2. Enforce Transparency
In line with a safety-by-design approach is enforcing 
transparency with respect to social media algorithms 
and AI model training. This could be achieved 
through accreditation of technology companies.

According to the Open Compliance and Ethics 
Group,82 transparency in the context of AI is an 
umbrella term that covers multiple aspects: 

•	 Explainability of AI Models – the ability of an AI 
model to be clearly explained in how it works.

•	 Data Transparency – the feature of an AI model 
having easily accessible information regarding data 
origins, lineage, quality, and privacy practices.

•	 Model Governance and Documentation – the 
maintenance of detail records of model creation.

•	 Risk and Impact Disclosure – the transparency 
of AI models regarding potential risks of use.

•	 Bias and Fairness Assessments – the 
mitigation of discriminatory impacts.

•	 Governance Framework Transparency 
– the transparency with respect to 
organisational decision-making.

•	 Stakeholder Communication – the frequency and 
openness of communication between stakeholders.

With respect to social media algorithms, transparency 
refers to a measure of openness about the purpose, 
structure and underlying actions of the algorithms 
used to search for, process and deliver information.83

When AI-driven tools operate transparently, individuals 
are more likely to trust and engage with them.84 
Transparency ensures that users understand how AI 
detects distress signals, what actions it takes when 
identifying at-risk individuals, and how their data is 
used, stored, and protected. This reduces fears of 
privacy violations and builds confidence in the system.

If we intend to use AI technologies to support 
suicide prevention efforts, the sector must take 
charge in understanding and developing the 
regulations required to ensure transparency 
from social media platforms and AI systems.

Harvard Business School scholar Professor Shoshana 
Zuboff argues social media platforms such as 
Instagram, and AI tech giants are using arguments 
around freedom of speech, access to services, and 
democracy to resist regulation, while in fact undermining 
democracy and violating privacy.85 However perhaps 
the sector should present arguments around the 
potential of transparency to reduce the reputational risk 
and harm to ordinary users. According to the Harvard 
Business Review, transparency can decrease the risk 
of error and misuse, distribute responsibility leading to 
accountability, enable internal and external oversight, 
and express respect for people and their autonomy.86

Reset Tech Australia provides guidance on how 
Australia can regulate for transparency. Firstly, 
transparency must be considered as an integral pillar 
of effective digital regulation which included several 
regulatory reforms. Secondly, regulatory mandates for 
publishing transparency reports must include a detailed 
sets of metrics that provide clarity about definitions, the 
operations and effectiveness of content moderations 
systems. Lastly, these transparency reports need 
to be part of a broader transparency network that 
includes additional measures like regulator-facing risk 
assessments that become public, independent audits.87

The development of a transparency accreditation 
scheme could support technology companies 
to ensure transparency with respect to social 
media algorithms and AI model training.
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3. Co-design of Policies Surrounding 
Digital and AI Safety
Roundtable participants agreed on the necessity of 
co-designed policies that take input from a range of 
diverse perspectives that recognise intersectionality 
and contribute to the design of all policies that 
impact suicide risk related to digital and AI safety.

Too often governments take tokenistic approaches 
to co-design where stakeholders are being invited 
too late into the conversation leading to a top-down 
decision approach that do not consider different 
views. The government’s approach to banning 
social media was an instance when many young 
peoples voices were not being heard, with criticism 
legislation was rushed through parliament. People 
from minority groups, such as Aboriginal and Torres 
Strait Islander people or culturally and linguistically 
diverse backgrounds also complain about the lack 
of co-design, in developing services for them.

Any co-design processes should follow well-
developed and respected co-design guidelines. 
Orygen provides guidance on how to do co-design 
with young people. Core features of effective co-
design include valuing lived experience equally with 
professional expertise, sharing decision-making 
power, employing a design-led process, and utilising 
design methods to support active participation.88

Implementing co-design effectively involves 
several key strategies, including organisations:

•	 Fostering a safe and supportive environment 
where young people feel empowered 
to contribute genuinely, knowing their 
input will influence outcomes.

•	 Co-designing opportunities that are integrated 
throughout all phases of service development, 
from initial planning to evaluation, allowing for 
continuous and meaningful engagement.

•	 Providing appropriate training and support to help 
young participants build the skills and confidence 
necessary to engage fully in the process.

•	 Preparing to act on the contributions of 
young people, demonstrating that their 
involvement leads to tangible changes, thereby 
reinforcing the value of their participation.

A co-design process should and could be used to 
develop AI tools which were designed to proactively 
detect distress signals in text-based interactions, 
search queries, or social media activity and trigger 
appropriate interventions. This approach shifts 
responsibility to service providers, ensuring that crisis 
support, such as access to trained professionals 
or emergency helplines, is readily available rather 
than leaving users to navigate distressing situations 
alone, or to navigate to service providers.
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